Datacomms earthing standardsand safety aspects
M any datacomms installers often do a good job installing the datacomms racks, cables and equipment only to find that despite all their hard work, the installation does not work to its full potential. Sometimes when they investigate the source of the problem, they find that it is not the structured cabling installation, but the earthing system which has not been installed to the correct standards.
In this article we will review the various standards which cover or affect earthing in general telecommunications systems in buildings and we will also look at some operational aspects.
We start by taking a look at the main standards which exist in the world regarding telecommunications earthing. This excludes 'Telephone exchanges', etc, which are covered by European Telecommunication Standards Association Technical Specification ETS 300 253 Equipment Engineering (EE) and other standards which support domestic Information Technology (IT) solutions.
There are two main sets of standards: (1) For the USA.
(2) For Europe.
For those in the know out there, you are probably saying "What about the International Standards?: ISO/IEC 11801:2002 Second Edition (Amendment 2) -Generic Cabling for Customer Premises and IEC:61140:2002 Protection Against Electric Shock -Common Aspects for Installation and Equipment (same as EN 61140 & BS EN 61140, etc).
IEC 61140:2002 is an electrical standard and does not cover telecoms earthing other than referring to generic class equipment.
That apart, in our opinion, these standards are not as widely quoted as standards in the regions previously mentioned.
Until recently the USA stood alone in the Telecoms Standards world, but in the last few years Europe have produced their own standards and are now arguably in front of the USA in some areas of telecoms. At some stage, we are sure that the standards for the telecoms and electrical industries will be the same for the whole world and, as we read, the standards are moving increasingly closer together.
We will start with the telecoms earthing standards in the USA as they were the first to be published.
There are two main standards: (1) ANSI/J-STD-607-A-2002 -Commercial Building Grounding (Earthing) and Bonding Requirements for Telecommunications. 2) National Electrical Code 2002.
This standard was developed jointly between the American National Standards Institute (ANSI) and the American Telecommunications Industry (TIA). The standard covers planning, design and installation of telecommunications grounding and bonding systems within a building with or without prior knowledge of the telecommunication systems that will subsequently be installed. The standard also provides recommendations for grounding and bonding customer-owned towers and antenna. The telecommunication infrastructure specified in this standard is for a multi-vendor/multi-product environment as well as for various system installation practices.
You will notice on the drawing (Figure 1 ) that the telecoms earthing is tied into the main building earth bar/connection which includes the main electrical earthing system, lightning protection, Building Management Systems (BMS), etc.
National Electrical Code 2002
This standard was produced by the National Fire Prevention Association (NFPA) in the United States and covers all electrical work and includes information regarding bonding and grounding of all systems as well as those Tim Oldershaw, Director -J Brand Ltd and David Stefanowicz, ECA. for use on telecommunication systems.
Electrical Contractors Association Information Technology, Electronics and Controls Committee
In Europe, our main standards are: (1) BS EN 50310:2000 Application of Equipotential Bonding and Earthing in Buildings with I.T. Equipment.
(2) HD 384.5.54
Earthing Arrangements and Protective Conductors.
Although we are talking about earthing standards, it would be very incomplete, in our opinion, not to mention BS EN 50174 Part 2 Section 6.7 which gives further information on earthing and bonding telecoms systems. The advice given helps deal with surge magnetic fields, reducing common-mode current, shielding and noise suppression. Now in the UK we use: 
BS EN 50310:2000
This standard was developed by CENELEC and the National Committees from the countries within the European Union. It covers earthing and bonding of information technology equipment in buildings with relation to safety, functional and electromagnetic performance. It acknowledges that the level of earthing and bonding required by a building depends upon the degree of complexity and size of the information technology installation.
Once again, you will notice on the drawing (Figure 2 ) that the telecoms earthing is tied into the main building earth bar/connection which includes the main electrical earthing system, lightning protection, BMS, etc.
The underlying concepts of the standard are in harmony with ETS 300 253.
BS 7671:2001
This standard is produced jointly by the IEE (Institution of Electrical Engineers) and BSI (British Standards Institution). It covers all electrical work excluding vehicles, ships, lifts, lightning protection and general RF suppression and should be read in conjunction with BS 7430:1998, the Code of Practice for Earthing.
BS 7430: The Code of Practice for Earthing
This standard gives guidance on the methods that may be adopted to earth an electrical system on land-based systems and should be read in conjunction with BS 7671:2001.
Whatever grounding systems are installed, always remember that in most instances they are tied together usu- The main building grounding system protects against the effects of electrical hazards, lightning hazards, and electrostatic hazards in addition to telecommunication hazards.
The primary purpose of earthing, grounding and bonding is to ensure safety from electrical shock or fire. In the UK and Europe earthing is designed to ensure as low a voltage as possible on contactable surfaces with a maximum of 50V (special dispensation is granted to the UK for 55V for portable tools).
By tradition the earth lead was a zero voltage lead and had no current flowing in it with the exception of short duration faults which are cleared when the fuse or circuit-breaker trips. Unfortunately, this is rarely the case as a number of things have changed which prevent this from happening.
The increased use of TN-C-S (which is still more commonly referred to as PME [Protective Multiple Earthing]) (see Figure 4) by RECs (Regional Electricity Companies) means that the earth termination point in a small premises always has a voltage present. This is not true for larger buildings where a three-phase T.N.S. supply is provided by the REC (see Figure 5 ) and the main earth point of the installation is held at very near zero volts by a local earth or CEW (Continuous Earth Wire).
Our next problem arises mainly on electronic and I.T. equipment where the manufacturer has installed two capacitors, one between the live and earth and the other between the neutral and earth (see Figure 6 ) which continuously bleed off a small current (about 0.5mA) to earth in order to help comply with the EMC Directives. These capacitors are usually fitted to all switchable power supplies and are thus present in most active I.T/telecoms equipment. For a standard PC station there are normally three fitted: one for the main computer case, one for the monitor and one for the printer.
The IEE cover this topic in Section 607 of the Wiring Regulations (BS 7671) and also in their Guidance Note 7 "Special Locations".
It does not take long for anyone to see that although the currents involved are small, they soon add up to over 30mA, which is the start of current range generally perceived to cause damage to humans. It also causes concern that when the capacitor breaks down it can cause either a dead short from live to earth (for the time it takes for the protective device to trip) or can cause a link between the neutral conductors and earth, placing a higher than normal voltage on the earth system due to the neutral current being shared between the neutral and earth conductors. In this event the protection will not normally trip unless protected by an RCD or another form of earth leakage device.
For further advice on the effects of current on human beings and livestock, see the Pd 6519/IEC 60479 (Parts 1 to 3) series guides.
For those of us who have been in the communications industry for a while, it comes as no surprise that many communications systems designers consider the earth as the natural return route, especially in radio installations. However, there have been many developments in recent years which have led to a growth in the currents which flow to earth and the associated dangers which follow.
When we briefly went through the different standards, we pointed out that in every standard, the telecoms earth always connected to the main building earth-sharing it with the electrical system, the lightning protection system, and any other special earthing systems such as the building controls system, etc.
Over the years we have witnessed datacomms installers connecting to an existing main earth bar or moving the connections on the main earth bar with no regards to dangers which may exist. When you ask them what they are doing, they usually reply: "It's alright, mate! This is zero volts and there's no danger here." Wow -ignorance really is bliss! If we forget for one moment the dangers arising from electrical faults or lightning strikes and just look at what is going on in the comms system earthing, we can see that the currents flowing in the earth cables can be substantial enough to cause shock or even death when the cumulative values are considered.
Let's take a closer look at shocks and go back to basics. Take a simple circuit supplied with 240 Volts, containing a switch and a resistor as shown (Fig. 7) . Then look at what happens when we close the switch (Fig. 8) . Good news! No surprises here. The 240V dissipates in the resistor and although there is a little voltage in the cable after the resistor we will imagine that it is OV.
But look at what happens when we break the return conductor ( Fig. 9) . No current flows. When no current flows and the switch is closed, all points of the circuit rise to the supply voltage. So if you touch the interrupted neutral line, at the first instance before current flows, you will be touching the supply voltage. Once you have touched this line, current starts to flow and the voltage will fall away. You will, however, become part of a series circuit with the current passing through you and you will receive your share of the circuit voltage basically following Ohm's law. For anyone silly enough to do this, for their sake we hope that the equipment in series with them is of very high impedance, otherwise they will probably die or at least receive a nasty electrical shock.
It should be noted that most telecoms equipment is generally of high impedance, hence the low currents involved.
In our opinion, we consider the top ten most common faults in Telecommunications Earthing to be:
(1) Don't know, don't care attitude.
(2) Failure to follow standards.
(3) Failure to follow vendor's instructions.
(4) Under-sized earth bonding cables. (5) Did not understand earthing requirements and subsequently failed to provide adequate earthing installation. (6) Data installers who have tried to undertake the primary earthing and did not understand it fully. (7) Data installers who have tried to avoid the primary earthing system and installed their own separate system. So what can we expect for the future? We are delighted to announce that some time ago, the ECA ITEC Committee asked the government to address the problems in the structured cabling industry. Thankfully, they listened and NET (National Electrotechnical Training) worked with ITEC and others in the industry to develop National Vocational Oualifications (NVQs) specifically for the structured cabling industry. Recently, these occupational standards for the NVQs were approved by the Quality Curriculum Authority / Scottish Curriculum Authority (QCA/SQA) and the NVQs are expected to be available through Joint Training Limited / City and Guilds London Institute (JTL/CGLI) for next September.
Within the NVQ framework, we are pleased to say, is a particular module which covers telecommunications earthing.
Clients will be able to see instantly how qualified Datacomms Operatives are in future with the new Datacomms Electrotechnical Card Scheme (ECS) cards which identify Advanced Datacomms Specialists and Datacomms Technicians with their traditional fully qualified tradesman gold cards and Datacomms Specialists with blue cards. Datacomms Engineers will have platinum cards. So for those members whose operatives do not have their Datacomms ECS cards yet, don't wait too much longer -you may regret it!
We hope that you have enjoyed our quick fly through the world of telecoms earthing. In a short article it is difficult to go into much detail, but we have tried to give everyone a taste of the problems faced in the modern telecoms industry. You can see that even when a system is installed properly, there are still many sources of danger faced by installers when working on an existing system. One can see why the law through the "Electricity at Work Regulations, 1989" does not allow 'live working' and if this law was adhered to, then less Datacomms operatives would have shocking experiences. Unfortunately, there is a dispensation for operatives working on telecoms systems. 
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